Employee Efficiency through Technology

i W OfficeShield™

Initiate the ESET Smart Security Software application and then toggle to advanced mode via the bottom

of the page Display Option.

\®) ESET Smart Security EI'E
WA protection sttus B Maximum protection
-

Computer scan
Q comr

+ Antivirus protection

Q SIifE " Antispyware protection
¥ & Toggle Advanced mode 7 | =]
I*\ Setup
% Advanced mode provides all settings and tools
| for advanced configuration of ESET Smart Security.
"9 e For mare information about Advanced mode, read help.
Toggle Advanced mode?
Yes ] [ Mo
Do not ask again
Display: Standard mode Change.. (es[=
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Click to change the protection mode of your computer and allow sharing

'+, ESET Smart Security = e =<
User interface~ Setup= Tools= Helpw=

SRR % Personal firewall

Computer scan
Metwork traffic filtering + Enabled
Update B Block all network traffic: disconnect network

'@' Disable filtering: allow all traffic
Setup

» ® o8

Automatic fitkering mode + Enabled

Antivi d anti . . e
e . '@ Switch to interactive filtering mode

Personal firewall
Change the pretection mede of your computer in the network...

Antispam protection

Tools Advanced Personal firewall setup...

- -7

Help and support

Display: Advanced mode Change... (es[=4
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Select Allow Sharing and then OK

ESET Smart Security B
Change the protection mode of your computer in the network

Choose the desired protection mode of your computer in the network:
() strict protection

— Your computer will not be visible to other computers in the network (e.g. your
shared folders or printers will not be visible from other computers in the
network). An example of this connection type is a public network.

Your computer will be visible to other computers in the network (e.g. your
shared folders or printers will be visible from other computers in the
network), This mode is suitable for home or office networks,

Fone details:
Unikey.local Dheplp: 192, 168.0.1 ...
Subnet: 192, 168.0.0 f 255,255, 255.0

Advanced settings. ..

[ IS,'DK ][ Cancel
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Select advanced setup from the setup drop down

', ESET Smart Security

ESET

ﬂ Protection status

o Computer scan
\ P

@ Update
."ﬂm Setup

Antivirus and antispyware
Personal firewall

Antispam protection

a Tools

=8 EoR =5

User interface« Setupw Tools+ Helpw

Personal firewall

Username and Password setup... Ctrl+U

Prowy server setup...

Antivirus and antispyware
Personal firewall

Antispam protection

Import/export settings

Metwork traffic filtering + Enable

Advanced setup...

'5' Block all network traffic: disconnect network
'5' Disable filtering: allow all traffic

Automatic filtering mode with exceptions + Enabled

'5' Switch to interactive filtering mode

Configure rules and zones...

Change the protection meode of your computer in the network...
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Change the personal firewall to automatic with user defined exceptions

ESET Smart Security

Setup

[=)- Antivirus and antispyware
E-Real-time file system protection
.- Advanced setup

- Document protection

= Email client protection

EJ-Email dients

[-POP3, POP3S

= Weh access protection

[ HTTR, HTTPS

- On-demand computer scan
- Exclusions

4] Protocgl filtering

I [=)-Personal firewall I

- Learning mode

- Rules and zones

- ID5 and advanced options
- Application modification detection
- System integration

- Connection view

[=I- Antispam protection

[1- Email dient protection

- Address books

m

Personal firewall

Filtering mode
Automatic mode with i -defined rules| -

e o
| Automatic mode with exceptions (user-defined rules I

Policy-based mode
Learning mode

Firewall user profiles

The Personal firewall behavior can be quickly altered using profiles. Custom rules can be set
to be applied in particular profiles,
Selected profile:

[No profile vl [ Profiles. ..

[ Bjok || cancel || Defaut

©Computer Business Solutions, Inc. All Rights Reserved. Page 5



Improved
Efficiency

W OfficeShield™

Employee Efficiency through Technology

Select configure rules and zones to add a firewall rule

W=, ESET Smart Security

ESET

a Protection status

Computer scan
Q come

e Update
.%“ Setup

Antivirus and antispyware
Personal firewall

Antispam protection

a Tools
@ Help and support

Display: Advanced mode Change...

=N e (==

Userinterfacew 5Setup~ Tools+ Helpw

4 E

Personal firewall
B

Metwork traffic filtering (3 + Enabled
'@ Block all network traffic: disconnect network (3

'@' Disable filtering: allow all traffic (i

Automatic filtering mode with exceptions (i + Enabled
'@ Switch to interactive filtering mode

Cenfigure rules and zones...

Change the protection mede of your computer in the network... (i

Advanced Personal firewall setup...
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Select new to create a rule

Zone and rule setup EI@
Fules | Zores

Rules define haw the firewall will handle network communication. Rules can allow or deny communication for particular applications,
remote computers and spedfic ports, For more information about rules, didk here.

Togale detailed view of all rules Jisplay rules used in the profile: [Aj| vl
Application [ Rule Trusted zone in Trusted zone out  Internet in Internet out
B¥cuics with no applcation assigned _——_ Speciic __ Speciic__ Speciic ___ Specific_|
@Hnst Process for Windows Services = specific = specific = specific = specific
E'l.'ﬁmlmvs Logon User Interface Host = Specific = specific = Specific = Specific
&-[n”]Services and Controller app = specific = specific = specific = specific
|ﬂ Local Security Authority Process = Specific = Specific = Specific = Specific
- i) Windows Logon Application = Specific = Specific = Specific = Specific
[-System = sSpecific = specific " Allow = specific

Edit Delete (Del)
Add a new rule. i -
@0k | [ Gened || ooy
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Mew rule;

General | Local | Remote

General information about rule

W
Drcton

Mame:

Protocol:  TCP & UDP
Profile: | Forevery *] [ Profies..

Additional action

[]Log [ Motify user
General: Direction: Both Action: Allow Protocol: TCP & UDP Profile: For ey
Remote side: For every
Local side: Ports: For every

Application: C\Windows'system32\whem\unsecapp.exe

T

4|

| b

J |

| oK

Cancel |
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Create a new rule for the following application

Mew rule:
Local | Remote
Local port
£ Add port... {
[ Add port range... ]
Bemove
Application
C\Windows system 32wbem wunsecapp exe
Browse. ..
General: Direction: Both  Action: Allow  Protocol: TCP & UDP Profile: For e
Remote side: For every
Local side: Ports: For every
Application: C\Windows'system32\whem\unsecapp.exe
4| i | b
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Edit rule:

General | Local | Remote

General information about rule

Mame: SWE Al

-

Protocol:  TCP & UDP

Profile: | Forevery *] [ Profies..

Additional action

[]Log [ Motify user
General: Direction: Both  Action: &llow  Protocol: TCP & UDP Profile: For e
Remote side: For every
Local side: Ports: For every
Application: C\Windows'System32\svchost.exe
4| i | b

| oK

J [ cancel |
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Create a rule for SVChost.exe

[ Edit rule: Co sl
Local | Remote
Local port
[ Add pot... |
| Addpotrange.. |
Remove
Application

O Windows System 32 svchost exe|

[ Browse. ..

General: Direction: Both Action: Allow Protocol: TCP & UDP Profile: For ey
Remote side: For every
Local side: Ports: For every

Application: C\Windows'System32\svchost.exe
4| i | b

ok J[ Cancel |

You have completed the setup of your firewall.
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